Jb:gotbtbobobouoboubtdbtobobobon

gobbobbbougooobbbbboooogobobbooood
OO0000obooboboboooodgo(reot) OO obobOoO

goo

From: root@ns.0 00 00O OO (Cron Daemon)
Date: Tue, 14 Dec 2004 04:04:24 +0900
To:root@ns.0 OO OO OO0O

Subject: Cron run-parts /etc/cron.daily

000000 O /etc/cron.daily/O0Owebalizer-0 D0 000000 OOO
Cron0UO0OODOO0ODOOO crondally DO O0OOO Webalizer O OO
OO00000O0bOOobOOooOOobooooog

/etc/cron.daily/O0webalizer:

Error: Skipping oversized log record

Error: SKkipping oversized log record

Error: SKkipping oversized log record

Error: SKipping oversized log record

Error: SKipping oversized log record

Error: SKkipping oversized log record

Error: SKkipping oversized log record

Warning: Truncating oversized referrer field [8375]
Warning: Truncating oversized referrer field [11595]
Error: Skipping oversized log record

Error: Skipping oversized log record

Warning: Truncating oversized referrer field [20348]

O O O Skipping oversized log record [J [I oversized referrer field O O
00000000000 DO0DOO0DOO0DO0DOO0oDO0OO00bOOoDbODO
OO00O00oooog

210.143.96.70 - - [14/Dec/2004:10:44:59 +0900] "SEARCH /¥¥x90¥¥x02¥¥xb1¥¥x02¥¥xb1¥¥x
02¥¥Xb1¥¥X02¥¥Xh 1 ¥¥X02¥¥ XD 1 ¥¥X02¥¥ XD 1 ¥¥X02¥¥EXD 1 ¥¥X02¥¥Xb 1 ¥¥X02¥ ¥ XD 1 ¥¥X02¥¥X

D1¥¥X02¥¥xXb1¥¥X02¥¥Xh1¥¥X

02¥¥xb1¥¥X02¥¥Xb 1¥¥X02¥¥Xb 1¥¥X02¥¥Xb 1 ¥¥X02¥¥Xh 1 ¥¥X02¥¥Xh 1 ¥¥X02¥¥Xb 1 ¥¥X02¥¥X

b1¥¥X02¥¥Xb1¥¥X02¥¥Xb1¥¥X

02¥¥Xb1¥¥X02¥¥Xh 1¥¥X02¥¥Xb 1 ¥¥X02¥¥ XD 1 ¥¥X02¥¥Xh 1 ¥¥X02¥¥Xh 1 ¥¥ X0 2¥¥Xb 1 ¥¥X02¥¥X

b1¥¥X02¥¥Xb1¥¥X02¥¥Xb1¥¥X

02¥¥xXb1¥¥X02¥¥Xb 1¥¥X02¥¥Xb 1 ¥¥X02¥¥ XD 1 ¥¥X02¥¥Xh 1 ¥¥X02¥¥Xh 1 ¥¥ X0 2¥¥ X b 1 ¥¥X02¥¥X

b1¥¥X02¥¥xb1¥¥X02¥¥Xb 1 ¥¥X
— (00 ) -

O00000000000OWindows OOSO WebDAVO OOODOOOO
goboboobbooooooobn
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OO000000 LinuxOSOODOODOOOODOOODOODOOoOooooon
gobbobbbuogogbobbbbbouoooobbobbbooood
goboood

oo

From: root

Date: Tue, 14 Dec 2004 04:02:39 +0900
To:root@ns.0 OO OO OO0O

Subject: LogWatch for ns.shimizuya.co.jp

OO0 LogWwatchO OO OOoOoOoOoOobOOo0ooooobooooooobooo
guoooobobood
000000000000 O0LogWatchO OO OO0OoOoooooooon
FedoraCore2 000 0ODDOOODOOODODO

guooubbbooooouobobobuoooobobbooooooon
guouobbbtbogooouoobobuogooouoboobbuooag
gobbobboooogobo

HH TR LogWatch 5.1 (02/03/04) ##HH#H#HHHHH#HHHHHHH#H
Processing Initiated: Tue Dec 14 04:02:32 2004
Date Range Processed: yesterday
Detail Level of Output: O
Logfiles for Host: ns.00 0 00O 0O 0O O O
HHHHHH R R R R R R R R

httpd Begin

A total of 3 unidentified 'other’ records logged
SEARCH

TY¥EXO0¥EX02¥¥XD I ¥¥X02¥ ¥ XD 1 ¥EX02¥¥Xb 1 ¥¥X02¥ ¥ XD 1 ¥¥X02¥¥Xb 1 ¥¥X02¥¥Xh 1 ¥¥X02¥¥xb
1¥¥X02¥¥Xh1¥¥X02¥¥xb

1¥¥X02¥¥XD 1 ¥¥X02¥¥XD 1 ¥¥X02¥ ¥ X 1¥¥X02¥¥Xb 1 ¥¥X02¥¥Xb 1 ¥¥X02¥¥Xh 1 ¥¥X02¥¥Xb 1 ¥¥x0
2¥¥xXb1¥¥X02¥¥Xxb1¥¥x0

2¥¥XDb1¥¥EX02¥¥ XD 1 ¥¥X02¥¥XD 1 ¥¥X02¥¥ XD 1 ¥¥X02¥¥Xb 1 ¥¥X02¥¥ XD 1 ¥¥X02¥¥XD 1 ¥¥X02¥¥Xxb
1¥¥X02¥¥XD1¥¥X02¥¥Xb

(Ca)

GET /images/What HTTP/1.0 with response code(s) 404
GET /test/1 HTTP/1.1 with response code(s) 404 404
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httpd End

00 O httpd Begin O httpd End 00 OO httpd 000000000
Apache Web0 OO0 00000000000 OOO0OOOOOOOO0O
00000000000 000000

O00 WebalizerDODODODOOOODOODO Windows O0OS O
WebDAV O OO DOOOOOOODOOODOOOOODOODbDOObDbOOODO

pam_unix Begin

dovecot:
Unknown Entries:
authentication failure; logname= uid=0 euid=0 tty= ruser= rhost=
user=mizuno-katumi: 25 Time(s)
authentication failure; logname= uid=0 euid=0 tty= ruser= rhost=:7
Time(s)
check pass; user unknown: 7 Time(s)

su:
Sessions Opened:

(uid=0) - cyrus: 1 Time(s)

(uid=0) - news: 1 Time(s)

pam_unix End

pam_unix DO ODOOOOOO0ODOO0OOOO01000000O00O0O0DOO0
guoooobbod

guooobbgooooobobogoooobbboooad

Connections (secure-log) Begin

Connections:

Service ftp:
210.143.106.4: 2 Time(s)
210.143.96.70: 1 Time(s)

**Unmatched Entries**
dovecot-auth: pam_succeed_if: requirement "uid 100" not met by user

IlteStll
dovecot-auth: pam_succeed_if: requirement "uid 100" not met by user

"test3"
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(Coa)

Connections (secure-log) End

ConnectionsU O UODO0O0O0O0OO0O0OO0O0ODOODOODODODODODODOOOO
gooobn

gboooobooob@mpu)oobgiPUboobbob 1o0bogn
gobbobboooooobo

**Unmatched Entries** O 0 O LogWatch D 00D 00000 0dQOOoOoOO
000000000000 bOOo0ooOoooDOoon

000000000 dovecotD D OODO OO requirement "uid 100" O
0000000000000 00O0O*Unmatched Entries*™*> 0000000
guodgougoooobooboobooouooouon

sendmail Begin

Bytes Transferred: 96428995
Messages Sent: 187
Total recipients: 208

Unknown local users:
Total: 91

sendmall D 0000000000 O0O0O0OOO0OO0OOO0DOO0OOOOoOoO
goooobogooooon

O00000000000D000D000D0 96428995 byte0 000D OODODOOO 1870000
gopbooobobz2080000000oobon

0000000000000 UnknownusersD 910000000000

Top relays (recipients/connections - min 10 rcpts, max 50 lines):
35/35: ghost.prox.ne.jp [210.143.96.70]
34/25: www.ixent.ne.jp [210.143.106.5]

oooobobooboobobo@o)yoboooboobmwroobboobooo/oobboO
gobbobboooooobo
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Relaying denied:

From ns.prox.ne.jp [210.143.96.65] to sunhaorong@nbip.net.cn: 2
Time(s)

From [211.158.33.193] to doreen@cta.cg.cn: 1 Time(s)

From [221.140.55.94] to smtphunter77@daum.net: 1 Time(s)

From [61.80.47.78] to talent311@daum.net: 1 Time(s)

From p3009-ipadO3sasajima.aichi.ocn.ne.jp [61.199.117.9] to
sunhaorong@nbip.net.cn: 1 Time(s)

Total: 5

Relayingdenied: D000 I 0) 000000 OOO0DOOOOOSOOO0OO
gooon

E-server DO OOOOOPOPbeforeSMTPOODOODDODOOODOODODOOO
guoubbbtoggoouoobobuogoooooobbod

Client quit before communicating:
210.143.96.66: 2 Time(s)
210.143.96.70 : 3 Time(s)

Client quit before communicating O 00O O 000000 0OOOOOOO
OO00000000DOOoDOOoomwrO00bOOoDOOoDOOoooog

Authentication warnings:
[210.143.96.70] didn't use HELO protocol: 1 Time(s)

Authentication warnings: J 00O 0000000 DOO0O
O00o0oogioboon 21014396700 000000 HELOODODOOODDODOUOODOOODO
OOoooog

Unknown hosts:
prox.cp.jp: 1 Time(s)
prox.so.jp: 1 Time(s)

Total: 2

Unknownhosts: 0 0000000000000 O0OOODOODODOOO
gobbobob20000b0bobbboogggoobooobood

**Unmatched Entries**
Fixed MIME Content-type header field (possible attack): 1 Time(s)
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**Unmatched Entries** O 0 O LogWatch O O OO 000 O0dOoOoOoOn
O00000000DOO0DOO0obOOooDOooOoooog

Summary:
Total Mail Rejected: 103

sendmail End

goboboobboogoooobbobbboooooobooobbie3sbouooognd

SSHD Begin

Illegal users from these:
andrew/none from ::ffff:210.143.96.70 1 Time(s)
angel/none from ::ffff:210.143.96.65 1 Time(s)
ben/none from ::ffff:210.143.96.65 1 Time(s)
betty/none from ::ffff:210.143.96.65: 1 Time(s)

(Coa)

SSHD End

SSHDOOOOOOOsshdOOOODOOOOOODODODOODOO
sshdDOOOOOOoOOoOoOooooboobooobooboboooobo

guooobbbbogooooobbogoooobobbbuoooad
guooobobbtooooobboboogooobobbibod

E-server D0 0Osshd DO DOO0OO RSADOODDOOODOOODODOO
gopoooobossHODOoOoooooooobobooboboboooooo
guoobbbtoooooooobbougoaad

------------------ Disk Space

Filesystem Size Used Avail Use% Mounted on
/dev/hda2 36G 9.0G 25G 27%/
/dev/hdal 99M 12M 82M 13% /boot
none 125M 0 125M 0% /dev/shm

HHHHHHH AR AR LogWatch End #H#HHHHAHAHHHHAHHHHHHAHHH
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DiskSpace O D UODUODUOODOODOODLOODODODODOO
OO0000obo0obOoD 27% (00 73%)00b0b0oboooooonog

ool ID:#1164
OOO:IXENTODOOOO4OoOO
U0O00:2004-12-14 1446
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